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Electronic Signatures and Administration of Session Manager DB Software

Session Manager DB software is intended for users that require all temperature
monitoring operations to be compliant with standards that require electronic signatures in
their system.

This software and hardware system is specifically designed to be in conformance with
the US Food and Drug Administration specification known as 21 CFR Part 11. This
regulatory specification requires that all operations be limited to authorized users, that
each fundamental operation is associated with a known user identification (protected by
a password), and that only tag data derived from tags that are validated for use with the
system be detected and entered into database memory as a compliant data set.

This information system consists of two software installation packages (installed
simultaneously):

(1) TurboTag® User Manager software
(2) Session Manager DB software

Both software programs communicate with the installed TurboTag® database. Session
Manager DB performs reading and writing operations with T-700 tags and associates
these operations with an electronic signature that is activated by user login. This login is
validated against a registered User Name and Password that can only be set by a User.

TurboTag® User Manager Software records electronic signature events in the same
database that contains data from validated T-700 tags and associated non-tag data. A
summary record of user status and profile information is displayed in TurboTag® User
Manager software, and certain aspects of this can be edited.

This user profile information includes date the profile was created, last login, date of last
password change, date of password reset and date locked (if locked), role assignments,
and TagMate USB® assignments.*

TurboTag® User Manager Software is typically installed on each user machine,? but only
accessible to administration level personnel.

! TagMate USB® is a handheld device for processing tags (see separate insutrctions). It can be operated
under user access control for CFR compliance.

2 A single copy of the database can be shared over a network. In this case, User Manager is only installed
once in connection with the server installation; a client version of Session Manager DB is used for all
workstation installations.

TurboTag™ User Manager 1.3.0.0 June 1, 2010



Installation and Initialization of Software
The installation of the User Manager software is part of the Session Manager DB
installation process.
¢ Insert the Session Manager DB Software Installation CD and select Install.
¢ Follow all on-screen prompts. Accept license terms and default options.

e When the installation processes are complete, you will have a TurboTag®
Session Manager DB icon on your desktop.

e There is no icon for User Manager software — it may be accessed via the
Windows® Start menu (Start > Programs - Turbotag > User Manager).

When ready to manage users, it is first necessary to set up the administrator-level user

logins. This is done via User Manager software. Upon opening this software, a special

login screen appears for first-time use, prompting for creation of a password for the user
called “Administrator”:

7 TurboTag Password Assignment ||

Set new paszword for usermame: Administrator

d EREE TR

Pazzwor

xxxxxxxx

Confirm

[ Login l[ Cancel ]

Type and re-type a password of 8 or more characters length and click the Login button.

Note:

Good practice for setting difficult-to-guess passwords (e.g., mixing upper and
lower case text, and mixing numbers and letters) should be followed at all times.
Make sure that Caps Lock is not on during this process. MAKE SURE that you
remember this password!

After setting the “Administrator” user’s password, a confirmation message appears.
Then the process repeats for the user called “BackupAdmin”:

L7 TurboTag Password Assignment |g|

Set new pazsward far uzername: Backupddmin

xxxxxxxx

Pazzwaord

Canfirm

xxxxxxx1

[ Ladgin ] [ Canicel
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After setting the passwords for both of these users the software screen is displayed,
showing these two users:

L7 TurboTag User Manager 1.3.0.0
File  Wiew User Tools
Filter |

M ame Locked Active

Adrminiztrator Falze True

Backupédin

The purpose behind these pre-defined users is as follows:

e Administrator: Serves as a default user in all software operations, including
Session Manager DB in cases where other users are not needed. Serves as the
main user administrator only in cases where other users are created for using
Session Manager DB (recommended).

o BackupAdmin: Serves as a backup user administrator, as the name implies. This
user should not be used for Session Manager DB operations—other users
should be created as needed for that purpose. This user is reserved for a specific
purpose: to reset the password for the Administrator user. Resetting of
passwords, and lockout circumstances are described below.

Note that, in the screen above (red circle) an indication as to the currently logged-in user
is given. The logged-in user is Administrator in any case were the Password
Assignment dialog box was encountered at startup.

From the screen above, it would be possible to start operating the software as described

below. For the sake of familiarization, it is recommended that the software be closed at
this point, then re-opened per the instructions given below for regular use.
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Operating User Manager Software

For initial use, following the initialization process described above.

The User Manager application can be run from the Windows® Start Menu (Programs =
TurboTag = User Manager), or by clicking on the application icon for User Manager,

stored in the folder named C:\Program Files\TurboTag.

The Login screen will appear:

7 TurboTag Login

Mame  |Adminiztratar

xxxxxxm1

Pazzward

[ Login l[ Cancel ]

The example shown above shows the Administrator user logging in.
The following notes apply to the login process:

e User names and passwords are shared between both Session Manager DB
and User Manager.

¢ Not all Session Manager DB users will have access to User Manager, but all
users will have login access to Session Manager DB (see discussion of user
roles and access limitations given below).

e The only pre-defined users are “Administrator” and “BackupAdmin”. All
others are created within User Manager by a user administrator.

e Passwords can only be set and changed in Session Manager DB.

In addition to being one of the pre-defined users in the database, the “Administrator” is
the only user that can restore the database to a previously backed-up version (see
Database Backup and Restore below).

TurboTag™ User Manager 1.3.0.0 June 1, 2010



Viewing Users

After clicking on the Login button, the following program window will appear:

%7 TurboTag User Manager 1.3.0.0
File  Wiew User Tools

Filter |

M ame Locked

Adrministratar Falze True

Backupddmin

Adminiskrator is managing users

The listing above contains the two pre-defined users, Administrator and BackupAdmin,
as would be the case on first entry into the program. The name of the user
(Administrator) who logged in is displayed in the status bar at the bottom of the screen,
and the software version number is displayed at the top of the screen.

As new users are created, they will become visible in this listing, which allows viewers to
filter it by either (or both), of two methods:

e Entry of text into the Filter box (then clicking the “Gao” button) to limit to User
Names to those containing the text entered. This feature helps you to search for
certain user names and/or to shorten the displayed list of users. To restore the
unfiltered view, delete the entry in the Filter box and click “Go” again.

e Updating the View menu selection. The View menu provides three pre-defined
view filters (All; Active Only; Inactive Only). The software default is “Active Only”,
and this setting is re-established on each startup.

Note that the Active status of a user is displayed in the listing along with the Locked
status of the user. The significance of these attributes is as follows: if a user is inactive
(Active = False) or locked out (Locked = True), he cannot log in to User Manager or
Session Manager DB.

Although these two status flags may seem redundant in terms of their consequences,
they are different in terms of their causes:

e A user can only be made inactive (Active = False) by someone else, specifically,
by an administrator-type user having access to User Manager Software.
Whenever a user is made inactive, he is also locked out.

e An active user can cause himself to be locked out (Locked = True) by more than
nine consecutive failed login attempts in Session Manager DB software.
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Changes in the Locked and Active status made from within User Manager are recorded
in the companion database along with identification information for the user affected and
the user making the change. The log of these actions can be viewed from within
Session Manager DB software (see separate user guide for that software, discussion on
viewing non-tag audit trail events).

Adding New Users

Upon startup, the first task will be the creation of more Users. The creation of new users
is initiated by the menu command (User = New... or Ctrl+N). This brings up the (New)
User screen:

- - Roles

-~
,\Name TTuszerd To azzign Roles, Save User
~ -

Created  ZT/20T0 111727 B |
Last Login  Mever

Paszword Z27/200011:17:27 Abd
Change

Paszword Z271/200011:17:27 Ak
Heset

Last Locked Mewver

Inactive [ |

T aghd ate
LoginTaglD - unazsigned --

In the example above, a new user name has been entered (“TTuser3”). Clicking the
Save button will lead to an updated User screen, as shown below. Note the fact that the
ID number has been updated and the user name can no longer be edited:
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;7 ID 3 \

]
\.blame TTuserd
~ T d

EreateT:I A 'IT"2EI'I 017:22:39 Akd

Roles

Last Login  Mewer

Password 277/2001011:22:39 A
Change

Paszword Z2/71/2001011:22:39 Ak
Rezet

Last Locked HMewver

Inactive || [ Edit Rales

Taghdate
LoginTaglD - unaszigned -

Cloze

As seen above, newly created users have no assigned Roles unless further editing of
their profile is carried out, as described below. A lack of assigned Roles means that a
user will have only limited access to Session Manager DB and no access to User
Manager.

Note that the User screen can be used to check the recent history of a user. Time of
User Creation, along with most recent Login (Session Manager DB) / Password Change
/ Password Reset / Lockout events are displayed in this screen, as is the Inactive /
Locked status.

Note also that there is a TagMate area at the bottom showing LoginTagID (unassigned).
There are no entries in the box below it; this box would show any assigned TagMate®
USB handhelds. TagMate® USB assignments and LoginTagID are not editable in User
Manager, but rather in Session Manager DB.

Immediately after their creation, new users are in a “Password Reset” state, which is not
evident in the screen above. This state allows one Session Manager DB login within
three days of the reset. During this login, the user will be required to set a new
password. If the user fails to login within the three day period, the user will be locked out
and another reset will be necessary in User Manager. The procedure for resetting a
password is described below.?

3 It is possible to reset the password for the Administrator and BackupAdmin users, as with any other
users, and it is also possible to set the new passwords in Session Manager DB, as with other users. In
contrast, however, these two pre-defined users’ new passwords can be supplied directly in User Manager
at startup, by the so-called initialization process described above.
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Editing User Profiles

In User Manager, existing user profiles may be modified in the following ways:
(1) Reset Password
(2) Deactivate
(3) Re-activate
(4) Edit Roles

The first two modifications can be carried out from the Main listing screen, acting upon
whichever user is highlighted. These two processes are under the User menu, as
shown in the screen below:

Li TurboTag User Manager 1.3.0.0

File  View | User | Taoals

Filker Mew, .. kel

Edit,.. . _ _Ctr+E Achive
. - =~
Adrrinistrator Reset Password \ True
B ackupddmin ! / True

\Deactwate P

Adminiskrator is managing users

The following notes apply to these two menu actions:

e These commands would be disabled for inactive users AND for the currently
logged-in user (Administrator, in this case).

e Unless the current viewing filter is set to “All” via the View menu, de-activation of
a user will cause the name to disappear from the listing. Re-activation is
described below.

The remaining two options are to re-activate a user or to edit the user's Roles.

The only way to access users in need of re-activation on the listing is to change the
viewing filter (View menu selection, see below) from its default value of “Active Only” to
“All” or “Inactive Only”.
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%7 TurboTag User Manager 1.3.0.0

ser  Tools

Vi

Fitter || Al Alt+1

M arne Active Onlky Alk+2 Active
% Inactive Only Alk+3 _
Backu FaRE True

In order to re-activate a user or to update Role assignments, double-click the user name
in the listing, or single-click to select the user, then select the menu command (User -
Edit... or Ctrl+E). This will bring up the User screen for the selected user.

Editing Roles

In the example shown below, the user “TTuser3” was selected for editing and the User
screen has appeared:

L7 User QE

D3 Roles

Mame
Created 2/171/201011:22:39 &M
Last Login  2/171/2010 4:.57:23 PHd

Paszword Z2/171/20010 4:57:23 P
Change

Password 2771/2001012:01:11 P
Reset

Last Locked 2A7/20M045738PM o — — — — — — —

\ —7
\N/

Taghdate
LoginTaglD - unaszsighed --

Cloze

Note that this user has “Active, Unlocked” status (note also that only the Active status
can be edited from the User screen, by checking / un-checking the “Inactive” box). This
user has no asigned Roles. Clicking on “Edit Roles” brings up a second window:
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%7 Assign Roles

Uszer Has Roles Available Roles

Changel ataConfig
ConfigureT ags

Edit Taghate Listing
Edit Tagtdate Opkdodes

/ gerddriniztratar
VoL iewduditT rail

Cancel

In this example, two Roles have been selected for addition in the window on the left.
Clicking the “<” button transfers these roles to the box on the left and removes them from
the box on the right:

47 Assign Roles __ E| E'
Uzer Has Roles Available Roles
Changel ataConfig ConfigureT ags
EditProtocols Edit Taghate Lizting

Edit Tagtate Opkodes
|zerddministratar
WiewdaditT rail

——
- ~ o~

- ~

\/ Save ] [) Cancel ]
N ~

Clicking “Save” will return to the User screen, now with the three new Roles added, as
shown below:
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%7 User E@

D 4 Roles

Mame [Tuser3 ChangeD ataConfig
E ditPratocols

Created 2/15/20102:41:22 Phd
Last Login  Mewer

Password 2A5/20010 2:41:22 PM
Change

Paszword Z2A5/2000 2:41:22 P
Rezet

Last Locked HMewver

Inactive || I Edit Rales

Taghdate
LoginTaglD - unaszigned -

Cloze

A similar sequence can be used to remove existing Roles.
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User Re-Activation

In the following example, the user “TTuser3” is being edited. As the User display shows,
this user has been Deactivated, and (concurrently) Locked Out. Note that both of these
status consequences follow from the User 2 Deactivate command described above.

The process of re-activating a User involves two steps. The first step is the un-check the
“Inactive” box in the User screen and click “Save”:

D 4 Roles

Changel ataConfig
EditProtocolz

Mame
Created 2/15/20102:41:22 P
Laszt Login Mewver

Paszsword 2/15/20010 2:47:22 PM
Change

Paszword Z2/15/2000 2:47:22 P
Rezet

Last Locked 241 EJEDLDM?@E‘\F'M
-

/ B N .
\ Inactive [v], [ Edit Roles
-

Taghd ate D

LoginTaglD - unaszsigned -

Returning to the User listing (below), it can be seen that TTuser3 now has Active = True,
but also Locked = True. In order to restore the ability of TTuser3 to log in to Session
Manager DB, the Locked status must be changed to False.
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%7 TurboTag User Manager 1.3.0.0

File  Wiew User Tools
Filter |

M ame Locked

Adriniztrator
B ackupddrmin
TTuszerd

Adminiskrator is managing users

This is done with the previously-described Reset Password menu command, as follows:
e Click on TTuser3 in the listing to select it.
e Select the User = Reset Password command.

¢ When the password has been reset, a dialog confirms this action:

Reset Password gl

Passwiord reset successtul

Remember that resetting is not complete until the user logs in to Session Manager DB.
This must be done within three days or the user will be locked out again and need to be
reset again in User Manager.

Note:

This section has described several ways to edit user profiles. It should be noted,
however, that the options presented did NOT include deleting users, as this is not
possible, just as it is not possible to delete any event records from the companion
database. The closest option is to de-activate users. Also, it is not possible to
modify a User Name. This is to ensure correct interpretation of audit trail records
over time.
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User Roles

The following table summarizes the function of each of the Roles that can be assigned to
Users using User Manager:

Role Software Command Software Function

ChangeDataConfig Session Manager DB Controls access to a dialog for chaging
Database Event Log > tsheetti?]cnsve event log fields and their
Configure button off of Main gs:
Screen

ConfigureTags Session Manager DB Controls access to the radio button

Mode selector on Main
Screen (START)

cluster for start mode in the START
screen. If no access is given, this cluster
is set to “Start Only”.

Edit TagMate Listing

Session Manager DB

TagMate USB = Device
Listing menu command off of
Main Screen

Controls access to a dialog for
addition/removal of TagMates, assigment
of operating modes to TagMates, and
assignment of users (sub-dialog).

Edit TagMate Session Manager DB Controls access to a dialog for creation
OpModes TagMate USB = Operating and editing of operating modes for
TagMate USBs.
Modes menu command off of
Main Screen
EditProtocols Session Manager DB Controls access to the protocol creation
Protocols = Update button dialog accessed via the START screen.
off of Main Screen (START)
ViewAuditTrall Session Manager DB Controls access to the screen used for

View Audit Events button on
the Tag Record Set Selector
screen (accessed via READ
screen with DB=> button).

viewing tag-processing-related and user-
management-related audit trail history.

UserAdministrator

User Manager

Login window

Session Manager DB

TagMate = User ID Tags
menu command off of Main
Screen

Edit Users button off of
TagMate Listing Screen

Controls ability to login. If no access is
given, login box displays a “Permission
Denied” message and stays open.

Assignment of ID tags to users. These
tags are used with TagMate USB
handhelds when carryong out CFR-
compliant operations.

Assignment of users to TagMates for
CFR-compliant operations.

Details about the affected operations of each Role for Session Manager DB are found in
the companion user guide for Session Manager DB.
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Database Tables Affected by User Manager

Note:

The following information is for general reference, but is not required for proper
operation of User Manager software.

The companion database is shared between User Manager and Session Manager DB
Software. This database contains three tables that are modified by User Manager
operations described above. These tables are: dbo.User, dbo.AuditTrail, and

dbo.User_Role.

The table dbo.User contains a snapshot of each User’s profile and history, as displayed

in User Manager’'s User screen. lIts fields comprise the following:

Field Name Value Purpose

Userld Integer User identification
number

UserName Alphanumeric User name

Password Alphanumeric 32 characters Encrypted password
value

LoginTagID Alphanumeric 16 hex digits ID code from assigned
TagMate USB login tag

CreateDate Date/Time (UTC) Date/Time User was first

generated

LastLoginDate

Date/Time (UTC)

Date/Time of last login to
Session Manager DB

LastPasswordChange

Date/Time (UTC)

Date/Time of last
password change in
Session Manager DB

LastPasswordReset Date/Time (UTC) Date/Time of last
password reset operation
in User Manager

IsLockedOut Binary True/False Locked Out state
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LastLockoutDate

Date/Time (UTC)

Date/Time of last lockout
event caused in the
Session Manager DB™
login screen.

Failed Password

Integer 0>9

Counter for consecutive
failed login attempts in
Session Manager DB™

FailedPasswordWindowsStart

Date/Time (UTC)

Unused field (RFU)

IsActive

Binary True/False

Active state

This table is populated with all of the users, active and inactive, that have been entered

using User Manager software.

Roles are linked to users in the dbo.User_Role table. For each instance of an

association of a User with a Role, a record is created.

Field Name Value Purpose
Userld Integer Linking field to User table
Roleld Integer Linking field to table of

User Roles (dbo.Role).

Logging of certain actions in User Manager is carried out via the table dbo.AuditTrail.

The events that are logged are:

e User Creation
e User Activation
e User Deactivation

e Password Resetting

These events accompany a number of events that are logged into this same table by
Session Manager DB™ software. All of these events can be viewed in Session
Manager DB™ Software, subject to access control associated with Roles. The table

fields are listed below:

Field Name

Value

Purpose

AuditTrailld

GUID (string)

System-generated ID
field not displayed
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Systemlid

Alphanumeric

Hardware address (MAC
address of an Ethernet
adapter) not displayed

SoftwareVersion

Alphanumeric

Version number for User
Manager or Session
Manager DB not
displayed

SoftwareSerial

Alphanumeric

Session Manager DB
serial number (not used

by User Manager) not
displayed

Userld

Integer

Linking field to User
table; this is the User
performing the action.

CFREvent

Binary True/False

Flag for electronic
signature active (only
CFR events are logged
presently) not displayed

EventType

Integer

Linking field to static
table of event types
(dbo.Event_Type).

EventDetails

Alphanumeric

Additional information
(generally the User
Name of the affected
User).

CreateDate

Date/Time(UTC)

Date/Time of event.

Checksum

Alphanumeric 32 characters

Data integrity check
value, created by Session
Manager and User
Manager. not displayed
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Database Backup and Restore

The entire Session Manager database (user profiles, protocols, TagMate settings, and
tag data) can be backed up as often as desired, then restored to a previous version if it
becomes necessary to deal with data loss or corruption. This process is not unlike
saving a file and then re-loading it later.

Note:

Restoring to a previous database version affects user tables as well as data
tables. User status will revert to the status as of the backup—it is possible that
passwords will have expired; some users may not exist, etc. Some recent tag
data may be lost as well. Itis best to backup frequently so that any restore
operation will have minimal impact on data.

Backup

The process of backing up can be carried out by any user logged into User Manager. It
is accessed via the Tools menu, as shown below.

L7 TurboTag User Manager 1.3.0.0

File  Wiew  User | Tools

Filter | | Backup Database

Hame Restore Database

Adriniztrator
B ackupddmin
TTuszerd

Administrator is managing users

The result of selecting this command is a dialog prompt for file creation. Click “Save” to
complete the operation (a confirmation screen appears). Do not change the file name or
folder name.
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Backup to File
Save i |lﬂldata Vl ) F 2 [E-

5 ICIERFD

I ::3 ICkevspan w3-4a
My Recent I Mew LIDL
Documents Ichold uoL

— TurbaTag_20080410.bak,
[ TurboTag 20080411, bak
TurboTag_ 20080507, bak
TurboTag_20080721.bak
TurboTag_20080721a.bak
TurboTag 20090625, bak
TurboTag_20090630.bak
TurboTag_20091216.bak
TurboTag 20100208, bak

&

ky Documents

,;I TurboTag_20100211.bak
iy Computer
DUM213683 o
-
s . — I N
.% File name: TI_H|:||:|T-E||:| 20100211 . bak, w | o [ Save l )
ki Metwoark, Save as lype: | Backup [*.bak) 3 | [ =~ fl

Restore

The process of restoring from a backup file (previous section) can ONLY be carried out
by the “Administrator” user. This ensures that the database is not restored to a version
for which that user did not exist (the Administrator is a pre-defined user, and like all
users, cannot be deleted). This process is expected to be done infrequently or never,
and will cause a loss of all data added after the creation of the backup copy being used.

Note:

Unless there is corrupted data, it is best to backup the database immediately
before restoring it to an earlier state. This offers the only means to “undo” the
restore action and recover the current state.

The process of restoring starts from the Tools menu (Restore Database command):
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LF TurboTag User Manager 1.3.0.0
File  Wiew  User W‘
Filter | I Backup Database
I ame Restare Database
alze

Adminiztrator

B ackupddmin
TTuszerd

Adminiskrator is managing users

This brings up a dialog for file selection, defaulting to the most recent file:

Restore from, File

Lok ir: |E}data v| €] LQ! 5 FF

E =]
i |=hkeyspan wi-4a

My Recent  |[)Mew LIDL
Documents | C3o00d DL
- TurboTag_20080410.bak
L£ TurboTag_20080411.bak
TurbaTag_ 20080507, bak
TurboTag_20080721  bak
TurboTag_20080721a.bak
TurboTag_20090625. bak
TurboTag_20090630.bak
TurboTag_20091216.bak
TurboTag_20100208.bak
TurboTag_20100211.bak

Deszkiop

by Documents

&L

by Computer
DLIM213683

File narme: Turl:u:nTan:l 20100211 . bak) V| L Open J

by Metwark Files of type: | Backup [*.bak] » | [ Cancel ]

L
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After file selection, click “Open” to activate the restore function (NOT undo-able; see
Note above). A confirmation screen appears. Immediately after this, a login will appear
for re-setting the Administrator password. It is OK to re-use the password which was
supplied at the original login:

L7 TurboTag Password Assignment |g|

Set new pazsward far ugernarme: Administrator

xxxxxxxx

Pazzwaord

EREE TR

Canfirm

[ Ladgin ] [ Canicel

This re-setting of the password is used to ensure that at least one active user having a
known password is active after the restore operation, with that user being Administrator.
Other users may have expired or unfamiliar passwords due to the time that elapsed
since the backup had been created. In this case, these other users may be prompted to
change passwords when logging into Session Manager DB, or may require re-setting of
their password in User Manager as described above.
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Administrator Access Recovery

Note:

The following procedure is not expected to be necessary if the
BackupAdministrator login can be used for resetting the Administrator password,
as described above. Itis provided as a last resort only.

The lockout of the Administrator user is a special circumstance in User Manager.

Whenever a login is attempted as Administrator, and this user is already locked out (a
status that arises from >9 successive failed login attempts in Session Manager DB), the
following access recovery screen appears instead of the usual lockout error message:

Administrator Account is Locked

Adrministrator Account iz Locked

To reactivate pour ddrministrator account, send an e-mail meszage o pescoustomerservicel@zealedar. com,
I the Subject ling, write TurboT ag Access Recoven. |n the meszage line, paste the following Becoverny
Code and add vour name, telephone number and company name on separate lings. vou will receive a phone
call for identity verfication, and/or an e-mail reply with access recoverny instiuctions.

Fecoven Code:

SAPC-NSQAZ-B3DKG-6WHOAN-E1561-EQ2P)

This leads to an email-based recovery process whereby, after identity verification, a
return email is sent to provide a temporary login (user name and password). This
temporary login will be followed by the usual prompt for setting the Administrator
password, restoring access of this user to User Manager.
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